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Project Description
The Commerce Business System (CBS) is the Department’s enterprise financial management system; it is implemented in all Commerce operating units, except the U.S. Patent and Trademark Office (USPTO) and the National Technical Information Service (NTIS) which have their own systems.  The International Trade Administration (ITA) is on schedule to use CBS by the end of FY 2007. 
CBS provides accurate and timely information to support operating, budget, and policy decisions within Commerce.   CBS consists of a Core Financial System (CFS) interfaced with standard Commerce-wide administrative systems for small purchases, bankcards, time reporting and labor cost distribution, data warehouse, and corporate database.  When required, additional interfaces are added, such as a grants interface and standard interfaces for accounts payable and accounts receivable.

CBS enables Commerce to meet the requirements of the Chief Financial Officers Act  (CFOs Act) of 1990, P.L. 101-576;  the Federal Managers' Financial Integrity Act of 1982, P.L. 97-255 (31 U.S.C. 3512 et seq.); and Office of Management and Budget (OMB) Circular A-127, Financial Management Systems.  CBS supports the financial functions required to track financial events, provide financial information important for the financial management of Commerce and its operating units, and required for the preparation of financial statements, and to allow Commerce to continue receiving clean financial audit opinions.

CBS includes multiple applications that are integrated through the common CBS database or are electronically interfaced, as necessary, to meet data and processing requirements.   CBS hardware and software platforms reside at four locations, the Census Computer Center in Bowie, Maryland,  the National Institute of Standards and Technology (NIST) in Gaithersburg, Maryland, and National Oceanic and Atmospheric Administration (NOAA) Data Center in Landover, Maryland. 

To streamline Commerce financial management processes and realize cost savings, CBS is currently consolidating all server infrastructures to provide one platform.  The CBS server consolidation effort will increase standardization and optimization opportunities at the Census Bureau facility in Bowie and is a key component of the Department’s strategic infrastructure consolidation plans.
1. What information is to be collected (e.g., nature and source)?
As an integrated financial management system, CBS contains budgetary and financial data that may relate to the activities of individual employees and businesses, such as government purchase card transactions, budget operating plans, federal employee labor and travel expenses, vendor identification for requisitions, obligations, payables and receivables, and grants transactions.

The CBS collects, uses, and maintains both personally identifiable information (PII) and business identifiable information, including:

a. Social security number (SSN) or its equivalent, e.g., Employer Identification Number (EIN) or TIN (Taxpayer Identification Number). 

b. Names of individuals, e.g., employee, vendor, customer, taxpayer, cardholder, system user, and others.

c. Date and Place of Birth.

d. Mother’s maiden name

e. Address and contact information. 

f. Bank routing number and individual bank account or electronic funds transfer (EFT) number. 

Data are either manually entered by users under controlled access or fed into CBS system modules from interfaces with external data sources.    
2. Why is the information being collected (e.g., to determine eligibility)?
Reasons for collecting the information:

a. Social security number (SSN) and/or taxpayer identification number (TIN) identify an individual and “sole proprietor” business where the SSN is used as the identifier or the TIN, whichever is appropriate.  A Taxpayer Identification Number (TIN) is a nine-digit number, which is either an Employer Identification Number (EIN) assigned by the Internal Revenue Service (IRS) or a Social Security Number (SSN) assigned by the Social Security Administration (SSA).  Agencies are required to collect TINs [Debt Collection Improvement Act, 31 U.S.C. 7701(c)] and to include the TIN in vouchers submitted for payment [31 U.S.C. 3325 (d)]. 
b. Name needed to identify an individual and business, name is also part of the criteria to identify a vendor to determine eligibility for registration in the government-wide Central Contractor Registration (CCR).
c. Date and Place of Birth and Mother’s maiden name validates the identity of an individual.

d. Address and contact information is required to contact the individual or business, also possibly to verify the identity of a vendor during CCR eligibility determination 

e. Bank routing number and individual bank account or electronic funds transfer (EFT) number identify the individual or business and process financial transactions, such as payments.
3. What is the intended use of the information (e.g., to verify existing data)?
The information is used to ensure that financial transactions are conducted in a timely and correct manner, to protect against fraudulent transactions, and to generate and maintain financial management data adequate to meet acceptable accounting and auditing standards. 

4. With whom will the information be shared (e.g., another agency for a specified programmatic purpose)?
CBS exchanges PII/BII with the following external systems:
a. CCR (Central Contractor Registration) is the government-wide vendor data repository hosted by the General Services Administration.  CBS retrieves information from the CCR via theVendor Management System.

b. CSTARS (Commerce-wide Standard Acquisition Reporting System) is the system used by the Department of Commerce acquisition community as the standard enterprise-wide acquisition and reporting system (EARS).  CBS exchanges information with CSTARS via a systems interface for requisitions, obligations, and non-Central Contractor Registration (CCR) vendors. 
c. FRBR (Federal Reserve Bank of Richmond) receives CBS daily grants and payments information, including authorization certifications, via a customized Automated Standard Application for Payments (ASAP) interface.  Data is sent via a controlled, dedicated tool and line to FRBR / Treasury.
5.  What opportunities do individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of the information 
CBS does not interface directly with individuals.  All PII and other information it receives results from the interfaces with the CCR and other systems that may collect information directly from individuals.  At the point of entry into CCR or other systems, the individual is advised by that system’s owner of the right to refuse to provide the information requested and how this will affect them. 
6. How will the information be secured (e.g., administrative and technological controls)?
Administrative Controls: Access controls to CBS are implemented at the system level and at the application level. For the system level security, all of the three CBS production operating units (Census, NOAA, and NIST), and the CBS Solutions Center (CSC) follow the NIST 800-53 Certification and Accreditation (C&A) process and strict security validations for protecting the infrastructures and controls for user access to the CBS servers and databases.  At the application level, access to CBS is limited to authorized users required to carry out their official duties.  CBS employs access controls using advanced Oracle security features to establish a three-way association between roles, screens, menus, and database.  All CBS servers are secured within firewall zones as described in the IT Security Plan developed and maintained separately by each of the CBS operating units and the CSC.  

Technical Controls  All CBS operating units implemented firewall layers and zones, and information are transferred via Secure File Transfer Protocol (SFTP) and using secure HTTP (HTTPS) for Web access.  In the new Oracle Web architecture configurations, the CBS portal will serve as a central console for access to Web information, content, application and services. It is tightly integrated with and uses Single Sign-On (SSO) for authentication through Oracle Internet Directory (OID), which is an LDAP-V3 compliant directory service for storing and managing user information.  The CBS portal will be configured for access through a Transport Layer Security (TLS) protocol to comply with FIPS 140-2 security specification. CBS user has to be authenticated thru 2 processes: network/domain and Oracle/CBS systems, before getting access to the CBS system.

Access to CCR (the source of much of the CBS sensitive data) and the personal information it contains is governed by the Interconnection Security Agreement (ISA) between Commerce and the General Services Administration (GSA).  The ISA, which is renewed annually, requires that the signatories will adhere to the standards in National Institute of Standards and Technology (NIST) computer security publications, including NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems; NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems; and NIST SP 800-53, Recommended Security Controls for Federal Information Systems.
7. Is a system of records being created under the Privacy Act, 5 U.S.C. 552a?
No.  The existing Privacy Act system of records notice for DEPT-2, Accounts Receivable, applies to the personal information in this system.

8. Are these records covered by an approved records control schedule?
The retention period for these records is guided by the General Records Schedules (GRS), which are issued by the National Archives and Records Administration (NARA) to provide disposition authorization for records common to several or all agencies of the Federal Government.  In accordance with GRS 20, item 3, electronic versions of records scheduled for disposal may be deleted at the expiration of the retention period authorized by the GRS for the equivalent paper copies or when no longer needed, whichever is later.   GRS 6, item 1 authorizes the disposal of the equivalent paper copies six years and three months after the period covered by the account, EXCEPT:  Accounts and supporting documents pertaining to American Indians are not authorized for disposal. Such records must be retained indefinitely since they may be needed in litigation involving the Government's role as trustee of property held by the Government and managed for the benefit of Indians.
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